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Router Login

To log into your router, open a web browser (for example, Google Chrome, Microsoft Edge, Mozilla Firefox
etc.). Type 192.168.1.1 in the address bar of the browser. You should then see a login page (Image 1). In
the Username field, type “admin”. In the Password field, type the password shown on the sticker on the
back of your router. Once all fields are populated, press Login.

._B myhome X =+

< C 1 A Notsecure J 192.168.1.1 o Yr 4 |6

Usermname: admin Password: Login

Login to access more configuration options.

STATUS | HELP

Status summary Accounts

Product name: HG2381 EGD207578 (A) @ Unregisterad
Software family: HG228x
Software revision: ESx000-02_10_05_06 Storage devices
=8 a Onlina Mo storage devices.
Local time: Mon Feb 25 12:18:55 2013

Systern uptime: 2 days 22 hours 41 minutes Cellular network devices
No cellular network devices.
WLAN status
@ Online  Tilgin_24ghz  WPAZ DECT/CAT-ig devices

@ Online  Tilgin_sghz  Wea2 No device attached.

LAN clients

Flzase, log in to see the list

ESx000-02_10_05_06 EIEEEIGLIiE S E © 2000-2018 Tilgin. All rights reserved, Copyright and Trademark.

Image 1. Router HG2381 login screen
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UPnP

UPnP service can be used for easier and more convenient router configuration. To configure your router
using UPnP desktop applications (e.g. PortMapper Windows), please log into your router (page 2) and
navigate to Advanced > Connection settings > UPnP. See Image 2. If you’re not using UPnP applications,
UPnP should be set to Off (the default UPnP setting is Off).

You are logged in as admin. | Activate VolP settings | | Save settings | | Logout |

hypers/.

Settings saved successfully.
SETUP ALV (w3 ) WIRELESS | TOOLS STATUS ACCOUNT PHONE STORAGE PRINTING HELP

—— Settings “
I vene |

Firewall and Filters

Create new UPnP

DMZ
Templates Connection:
Port forwarding - Unspecified
IP filters ® connection pool
LAN settings | Defaultrouting v |
LAN clients ! Specific connection
LAN isolation |:|

Schedule blocking

Miscellaneous
Dynamic DNS

Image 2. Setting up UPnP service

Select options as in image 2, tick Enabled and click Create. Once this is done, click Save settings in the
upper right side of the screen. You should see confirmation as per image 3.

Existing UPnP

Status Enabled Connection LAN group Delete

@ Active & Pool: Default routing  land U

Image 3. Confirmation of UPnP settings
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Parental control

huper-

Parental control can be used to restrict access to sites. To enable parental control, please log into your
router (page 2) and navigate to Advanced > LAN settings > LAN clients. Select the device which needs to
be blocked and click Apply. This part of the process will create static DHCP binding for certain MAC address

(LAN client). See Image 4.

If clicked on IPv6 button, IPv6 address of LAN client will be displayed.

hypers/s

Connection settings
UPnP

Firewall and Filters
DMZ
Templates
Port forwarding
IP filters

LAN settings

I LAN clients 1
LAN isolation
Schedule blocking

You are logged in as admin. | Activate VoIP settings |

‘ Save settings | | Logout |

SETU% LUV (e S WIRELESS | TOOLS STATUS ACCOUNT | PHONE | STORAGE | PRINTING HELP

lan0
Hostname IP address MAC
Shyams-MBP 192.168.1.127 38:C9:86:36:97:FE
AsusLaptop 192.168.1.201 BO:6E:BF.4E:3E:5D
Samsung 192.168.1.185 F8:3F:51:24:64:A0
| | | |
Apply || Reset

Miscellaneous
Dynamic DNS

Tvpe
DHCP
DHCP
DHCP

Static

Media Reserved IPv6

Eth
Eth |
wiFL |

v

Image 4. Defining which LAN client will be blocked

Once completed, navigate to Advanced > LAN settings > Schedule blocking. Select the day and time you
would like to restrict access and click Apply. Then click Save settings. See Image 5.

hypers/s

*You are logged in as admin. ‘ Activate VolP settings H Save settings ‘ | Logout |

SETUP LU UTH SV WIRELESS | TOOLS STATUS | ACCOUNT | PHONE | STORAGE PRINTING | HELP

Connection settings Schedule blocking

UPnp

Firewall and Filters

# Starttime End time

Start week day

Fri  Sat

g o L L L |

DMZ hhimm bhimm Sun Mon TJue Wed Thu

Templates @oiocked 1an0: 192.168.1.127 "shyams-MBP"

Port forwarding 1 I.I @]

IP filters l:l: l:l’ 0 i i i 0 0
I AN settings I

LAN clients

LAN isolation

| schedule blocking |

Miscellaneous
Dynamic DNS

Delete

Blocking

enabled

Image 5. Defining blocking time & day per week basis
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LAN clients

The number of LAN (Local Area Network) clients, their MAC addresses and associated IPv4 addresses can
be checked once you’re logged into your router (see page 2). Navigate to Advanced > LAN settings > LAN
clients. The connection type will be listed for every LAN client (see Image 6), and you’ll be able to see all
the devices that are using your router’s LAN.

hypere/s

You are logged in as admin. | Activate VolP settings || Save settings | | Logout

SETUP LWL WV WIRELESS | TOOLS STATUS  ACCOUNT | PHONE | STORAGE | PRINTING | HELP

connection Settings “

upnp

Firewall and Filters
DMZ

Templates Hostname IP address MAC Type Media

Port forwarding Galaxy-S8 192.168.1.239 8C:45:00:C2:82:79 DHCP  WIFI

IP filters AsusLaptop 192.168.1.201 BO:6E:BF:4E:3E:5D DHCP Eth
LAN settings Samsung 192.168.1.185 F8:3F:51:24:64:A0 DHCP WIFI

| LAN clients ]
Shyams-MBP 192.168.1.127 38:C9:86:36:07:FE DHCP Eth

LAN isolation

Schedule blocking | | | | | Static
Miscellaneous Apply || Reset

Dynamic DNS

Image 6. Overview of LAN clients

Wi-Fi name (SSID) and password change

()}

Reserved  IPv
o PvE
o

To change your wifi name or password for 2.4 GHz or 5 GHz bands, log into your router (see page 2) and
navigate to Wireless. To change the parameters of your wifi connection, click on the SSID in the Existing
SSIDs section. Configuration changes are the same for 2.4 GHz and for 5 GHz. See Image 7, where we've
used 2.4 GHz for demonstration purposes.
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h hyper:

PHY
Setup
AP list

To change name of your wifi connection, navigate to Wireless > SSID > Configuration. Provide your desired
connection name and then click Apply and Save settings. See Image 8.

hypere

SETUP| ADVANCED) TOOLS | STATUS | ACCOUNT | PHONE | STORAGE | PRINTING | HELP

The "wireless" section lets you configure wireless related features.

You are logged in as admin. | Activate VolP settings || Save settings | | Logout |

Tilgin_HG2381_24G[ @

Tiigin_HG2381_5G ¥

S5ID:

Radio port:
LAN ?roup:

Existing SSIDs

SSI1D Enabled Status LAN group Authentication
@ Online lan0 WPAZ
@ online lano WPAZ
New 551D

Radio
2.4 GHz

3 GHz

Image 7. Overview of existing Wi-Fi SSIDs

Tilgin_HG2381_24G (2.4 GHz ) v |

S5ID

You are logged in as admin. | Activate VolP settings ‘i Save seftings i  Logout |
—

Delete
O
O

Configuration

Name: |Tilgin HG2381 24G
—

I Configuration I

Security

WPS

Associated clients
Access list
Multimedia

Beacon period:
RTS threshold:

DTIM period:
Frag threshold:
Upstream rate:

Downstream rate:

1)

L hidden
[ User isolation

347

kbit/s
kbit/s

Apply | Reset || Delets |

Image 8. Change of 2.4GHz connection name

SETUP| ADVANCED RUJLH{EES3 TOOLS | STATUS| ACCOUNT PHONE | STORAGE | PRINTING | HELP

hypere
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To change your wifi password, navigate to SSID > Security. See Image 9. Please use passwords containing
upper and lower-case letters and numbers, with a minimum of 12 characters in length. Once you’ve
decided on a password, click Apply and Save settings.

You are logged in as admin. | Activate VolP settings | Save settings | | Logout |

hyper:

SETUP | ADVANCED RlIG{a8=08 TOOLS STATUS | ACCOUNT PHONE | STORAGE | PRINTING | HELP

T||n_H(32381_24G (2.4 GHz) v | Go | Security
SSID Security mode:
Configuration '®) wpa (Wi-Fi Protected Access)
Lsecurity | protocol:  (® wpaz ) wpaz/wea
WPS

O] PSK (Personal)
Associated clients
Pre-shared key (PSK):

Access list O Data | | Enter 64 hexadecimal digits

Multimedia

'® passphrase

12345678 Enter 8-63 ASCII (non-national} characters

Per-station PSKs:
Mone, view/edit

'/ EAP (Enterprise)
Mo RADIUS servers configured

New:
RADIUS address: | | Port: |1B12 |

Sharad secret: | |

Encryption algorithm: CCMP

Group rekey interval: D seconds

[ pMF Enabled
@] Mone

Apply § Reset

Image 9. Wi-Fi password change
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Security modes of Wi-Fi

To change authentication setting for Wi-Fi, navigate to section Wireless. Click on either the 2.4GHz or
5GHz connection. Configuration is identical for both connections (see Image 10 for 2.4GHz example).
Protocol WPA2 or WPA2/WPA can be selected. After the protocol change, click Apply and Save settings.
By default, advanced encryption algorithm is used.

You are logged in as admin. | Activate VolP settings | | Save settings | | Logout |

hypere

SETUP ADVANCED Q}j {38308 TOOLS | STATUS | ACCOUNT PHONE | STORAGE | PRINTING | HELP

Tilgin_HG2381_24G (2.4 GHz ) » Security

SSID .
Configuration '®) wea (Wi-Fi Protected Access)
ISecurity] protocol:  (® wpap () wpaz/wea
WPS S

‘®' PSK (Personal)
Associated clients
Pre-shared key (PSK):
Access list

'~ Data ‘

| Enter 64 hexadecimal digits

Multimedia
'®) passphrase

|12345578 | Enter 8-63 ASCII (non-national) characters

Per-station PSKs:
MNone, view/edit

" EAP (Enterprise)
Mo RADIUS servers configured

New:
RADIUS address: | | Port: |1812 |

Sharad secret: | |

Encryption algorithm: CCMP

Group rekey interval: D seconds

0 PMF Enabled

' MNone

Image 10. Change of Wi-Fi security protocols
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Creating new SSID

To create a new SSID, please log into your router (page 2) and navigate to Wireless. Under New SSID, use
any name (e.g. New_2.4GHz), select 2.4 GHz or 5GHz radio port and select lan0 LAN group. Click Create.
See Image 11. If a new 5GHz network is needed, select 5 GHz radio port from the drop-down menu. The
configuration steps for 2.4GHz SSID and 5GHz SSID are the same.

You are logged in as admin. | Activate VolP setlings || Save settings | | Logout |

hypere

SETUP| ADVANCEDR QUSSR TOOLS STATUS| ACCOUNT  PHONE| STORAGE | PRINTING | HELP

SSID list v Wireless
PHY The "Wireless" section lets you configure wireless related featuras.
Setup
AP list P
Existing 551IDs
SSI1D Enzbled Status LAM group Authentication — Radio Delets
Tilgin_HG2381_245 |+ @ Online  lzno wWpa2 2.4GHz ||
Tilgin_HG2381_5G  |#| @ Online  lan0 WpA2 5 GHz O
| fesly || Ress |

SSI0:
[Mew_2.4GHz

Radio port:
24CHz ¥

LAM group:

ESx000-02_10_05_06 = 3 O ESWESET =1 @ 2000-2018 Tilgin. All rights reserved. Copyright and Trademark.

Image 11. Creating new SSID

Once your new SSID (in this case 2.4GHz) is created, you can change the passphrase of the SSID. Click
Apply and Save settings in the upper right corner of the web page (see Image 12).
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You are logged in as admin. | Activate VolP settings

SETUP ADVANCEDRRJ SN0 TOOLS STATUS ACCOUNT PHONE| STORAGE | PRINTING | HELP

hypere

Mew 24GHz (24GHz) | | Security
551D Security mode:
Configuration '®) Wpa (Wi-Fi Protected Access)
Protocol: ® weaz 'O weaz/wea
WPS
) . ®) psK (Personal)
Associated clients
Access list Pre-shared key [PSK):
. . " Data | | Enter &4 hexadacimal digits
Multimedia
- =
®' pazcnhra
|123456T3 Enter 8-£3 ASCII {non-national) characters
Per-stztion PSKs:
Mone, view/ edit
' EAP (Enterprise)
Mo RADIUS servers configurad
Mewr
RADIUS address: | |part: 1212 |
Shared sacret: | |
Encryption zalgorithm: CCMP
Group rekey interval: l:l seconds
) pMF Enabled
' Mane
ESx000-02_10_05_0& = A HHEEIW = = © 2000-2018 Tilgin. All rights reserved. Copyright and Trademark.

Image 12. Defining password for new SSID

Changing Wi-Fi channel

To minimise interference, we highly recommend leaving your wifi channel selection on its default settings.
If you'd like to change your channel selection, however, you can do so by logging into your router (see
page 2) and navigating to Wireless > Setup. Select either 2.4GHz or 5GHz frequency band. Once selected,
refer to Channel. Select Manual configuration and choose one of the listed channels from the drop-down
menu. Click Apply and Save settings. See Image 13 and Image 14.

Note: please avoid using channel 11 for 2.4GHz networks.

10



Tilgin HG2381 admin manual hupero

You are logged in as root. | Activate VoIP settings I Save settings Il Logout |

hypers
Up SETUP| VOIP | SWITCH ADVANCEDER SN TOOLS STATUS ACCOUNT | PHOMNE  STORAGE

PRINTING | TESTS HELP

| SSID list v
PHY

Setup l
AP list General

PHY setup

y Y, Fll 5 GHZ

Status: @ Active
) Enabled
¥ Coexistence made

Country: | UNITED KINGDOM ¥
Power level:

Mode: | 202.11bgn, 2.4 GHz, 20 MHz channel ¥

Channel

Adminstrative: ') auto
Rescan pariod (minutes): | Disabled ¥

'® Manual

Primary channel:

Apply

= 3 FHESwE— -] © 2000-2018 Tilgin. All rights reserved. Copyright and Trademark.

ol

ESx000-02_10_05_06

Image 13. Setting channel for 2.GHz network

You are logged in as root. | Activate VoIP sefings || Save settings | | Logout |

hypers
qp SETUP VOIP SWITCH| ADVANCEDER'JCIZNZ-MTOOLS | STATUS | ACCOUNT | PHONE STORAGE

PRINTING TESTS HELP

[ssiist 7| PHY setup
PHY

AP list General

Status: @) Active
¥ Enabled
[ rrsfcrs

Country: UNITED KINGDOM ¥

Power lavel:
. [202.112c, 5 GHz 80 Miz channel ¥

Maode:

Channel

Adminstrative:

ESx000-02_10_05_06 CIEEmiEIliE i E @ 2000-2018 Tilgin. All rights reserved. Copyright and Trademark.

Image 14. Setting channel for 5GHz network

11
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Deleting existing SSID

To delete an existing SSID, please log into your router (page 2) and navigate to Wireless. Tick Delete on
the network you’d like to delete. Click Apply and Save settings (see Image 15).

You are logaed in 25 oot | Acivate olP etings

SETUP | VOIP SWITCH ADVANCEDRR'JUISESSSMTOOLS | STATUS| ACCOUNT | PHONE | STORAGE

hypers

PRINTING| TESTS | HELP

Ssoist vl Go Wireless

PHY The "Wireless" section lets you configure wireless related features.
Setup
AP list

Existing S5IDs

SSI1D Enzbled Status LAM group Authenticstion — Radio Delete
Tilgin_HG2381_24G |# @ Online l2n0 WPAZ z4GHz ||
Mevi_2.4GHz v @ Online  lznd
Tilgin_HG2381_5G ¥ @ Online l2n0 WPAZ SGHz ||

Apply Reszst
New S5ID
Ss10:

Radio port:
Z4GHz ¥
LAM fr\:\up:

ESx000-02_10_05_06 (el | a= SE 0= - iS E {© 2000-2018 Tilgin. All rights reserved. Copyright and Trademark.

Image 15. Deleting existing SSID

12
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hypere

WPS

To connect to wifi without a password, please log in to your router (see page 2) and navigate to Wireless.
Click on the desired SSID and go to SSID > WPS. See Image 16. Click Add device. Wait a few seconds and
then click the WPS button on the desired LAN client. A wifi connection will then be made.

You are logged in as admin. | Activate VolP settings | | Save settings | | Logout |

hypere

Tilgin_ HG2381 24G (2.4 GHz ) v "

SETUP ADVANCEDRVJU{SESUH TOOLS | STATUS| ACCOUNT PHONE | STORAGE | PRINTING | HELP

Wi-Fi protected setup

SSID
Configuration

Security
[ wes |}
Associated clients

Access list
Multimedia

Add device to the network
WPS Status
¥ wps enabled
Apply
PIN method

Add device by entering a PIN shown on the device display or printed on a sticker located

on the device.

[Push button (PBC) method |

Add device by pressing the button below and then pressing the corresponding button on
the device.

Add device

Image 16. WPS button and access method

13
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Wi-Fi associated clients

For each SSID, the number of LAN clients can be checked. To check LAN Wi-Fi clients, navigate to Wireless.
Click on the 2.4GHz or 5GHz connection. Under SSID > Associated clients, the MAC address of every LAN
user is listed. See image 16.

You are logged in as admin. | Activate VolP settings || Save settings | | Logout

hypere

Tilgin_HG2381_24G (24 GHz ) v || Go | Associated clients

SETUP ADVANCED RULIAE=4Y TOOLS | STATUS ACCOUNT PHONE | STORAGE| PRINTING HELP

SSID MAC address Statistics Delete

Configuration 18:21:95:D3:EB:EF | Statistics [

Security

wps
I Associated clients |

Access list

Multimedia

Image 16. Wi-Fi 2.4GHz LAN clients

Change of admin credentials

Your default admin credentials can be found on the router itself. If you’d like to make changes to these
credentials, please contact Customer Support.

14
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Factory reset and Restart of the router (admin account)

You can reboot your router via the web. Once you've logged in (see page 2), navigate to Tools >
Maintenance > Restart system. Click on Restart system. See Image 17.

You are logged in as admin. | Activate VolP settings || Save settings | | Logout |

SETUP | ADVANCED | WIRELESS vV B STATUS ACCOUNT PHONE| STORAGE| PRINTING HELP

Maintenance Restart system

Restart system

Attention:
The button below will restart the system, any unsaved configuration will be lost

Restart system

Configuration
Restore defaults

Image 17. Restart of router

To restore factory settings, navigate to Tools > Configuration > Restore defaults. Click on Restore factory
defaults. See Image 18.

Please note, factory reset isn’t recommended as it can shorten the life of a router if used often. Also,
factory reset will delete any user-made configuration, such as wifi SSID, wifi password, port forwarding
rules, etc.

You are logged in as admin. | Activate VolP settings || Save settings | | Logout |

hyper:

SETUP ADVANCED WIRELESSEuiv VB STATUS ACCOUNT | PHONE | STORAGE | PRINTING | HELP

Maintenance Restore defaults

Restart system

Configuration In order to restore default (factory) configuration, please press the button below.
Restore defaults After successful restore the unit will be automatically restarted.
Restore factory defaults

Image 18. Switching to factory router configuration

15
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Access to USB flash drive attached to router

You can access the USB storage port on your router in a few ways. To access via HTTP protocol, please log
into your router (page 2) and navigate to Storage > General > Setup. Click Storage enabled and Enabled
under Access via HTTP. Click Apply and Save settings. To connect to flash drive type
http://ip_address/nas into the browser. Router configuration is shown in Image 21. Router configuration
is shown in image 19. Remote access is shown in image 20. Your router’s USB port with attached flash
drive can be used as additional storage, linked with LAN.

You are logged in as admin. | Activate VolP settings |I Save settings I | Logout

hypers)»
Up SETUP ADVANCED WIRELESS TOOLS STATUS ACCOUNT PHONE PRINTING HELP

< [ setup |
" General
Devices
Advanced @ online
Volumes ¥ Storage enabled
Folders
Access via HTTP
Users
Groups @ Online
¥ Enabled
1 authentication required

Access via SMB

@ Offline
" Enabled

Workgroup: workgroup |

Server name: HG |

Server description: ‘Home Gateway |

Access via DLNA Media server

@ Offline

" Enabled

Work directory: | Memory b

Subdir: | |
Server name: HG2381 DLNA Server |

LAN group(s) to serve: lan0

em

Image 19. Flash drive access via HTTP

16
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13 myhome>Storage>Setup * t tGem > Device X | MNew Tab

&« C Y @ Notsecure |89.39.136.3/nas/|ass%205torage?20Device-1/

B2 Infinity (§) Zendesk [ Cezanne [J ZTEACS T Tilgin ACS [ Intranet €C UPPER

Index of /nas/Mass Storage Device-1/

Name Last Modified Size  Type

Parent Directory/ - Directory

Music/ 2015-0ct-31 12:30:28 - Directory

New folder/ 2819-Jan-15 11:51:12 - Directory

System Volume Information/ 2818-Jun-86 12:46:34 - Directory

.D5_Store 2818-0ct-17 11:58:32 6.8X application/octet-stream
._.D5_Steore 28158-Jun-85 12:46:14 4.8X application/octet-stream
files.db 2018-0ct-17 19:26:48 132.8K application/octet-stream
mdbs. db 2018-5ep-87 14:084:58 184.8K application/octet-stream
I}\}in".d'.na.lcg 2018-0ct-17 19:26:48 7.4% application/octet-stream

lighttpd/1.4.35-devel-198892M
Image 20. Remote access to USB drive via http

To connect via SMB, click Enabled in the section Access via SMB. See Image 21. Once enabled, click Apply
and Save settings. See Image 22 for SMB access.

17
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*You are logged in as admin. | Activate VolP settings I Save settings I Logout
hypere B o
SETUP ADVANCED WIRELESS | TOOLS STATUS ACCOUNT | PHONE PRINTING | HELP

I SetuE I

Devices General
Advanced @ Online
Volumes v Storage enabled
Folders b
Access via HTTP
Users
Groups @ offline
") Enabled
1) authentication required
Access via SMB
@ Online
¥ Enabled
Workgroup:
Server name:
Server description:
Access via DLNA Media server
@ offline
" Enabled
Work directory: | Memory i
swpair: [ |
server name: |HG2381 DLNA Server
LAM group(s) to serve: = lan0
Apply § Reset ‘
Image 21. Access to flash drive via SMB
& M = Mass Storage Device-1 % - o X
_ Home Share View o
o v P o 2 Network > 192.168.1.1 > Mass Storage Device-1 > v O Search Mass Storage Device-1 R
[ Documents £~  Name 3 Date modified Type Size
s Pictures " Music 31-0t-18 1:39PM  File folder
Capture New folder
CPE memory and CPU during the. System Volume Information
«~ Data (D) | files
Desktop 1 mdbS
1 minidina Text Document
& OneDrive
& Thic O

Image 22. LAN access via SMB (type 11192.168.1.1 in browser search)

See Image 23 for access via DLNA Media server. Click to serve lan0 group. Click Enabled and then Apply.

18
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hypere

hypere

You are logged in as admin. | Activate VoIP settings [| Save settings || | Logout

General

I Setup |

Devices

Advanced
Volumes
Folders
Users
Groups

See Image 24 for access to flash drive via PC application e.g. VLC, Windows Media Player.

General

@ online

¥ sto rage enabled

Access via HTTP

@ offline
O Enabled

) Authentication required
Access via SMB

@ Offline
O Enabled

Workgroup: |workgroup |

Server name: HG |

Server description: |Home Gateway |

Access via DLNA Media server

@ online
v Enabled
Work directory: | Memory b
Subdir: | |

Server name: |HG2381 DLNA Server

lan0

LAN group(s) to serve:

Image 23. Access to DLNA Media server

RINTING | HELP

SETUP ADVANCED WIRELESS TOOLS | STATUS ACCOUNT PHONEE!:"::IH;P

19
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A VLC media player

Media Playback Audio Uideol}Subtitle Tools View Help

Universal Plug'n'Play
= Playlist [00:00]

i Media Library
My Computer

B My Videos

J3 My Music

[&] My Pictures
Devices

&9 Discs

Local Network

5 mDNS Network Discovery

!E Nelwork reame Sap)
F Universal Plug'n'Play
Ini

ternet

-

Title

~ [ HGZ381 DLNA Server
[ srowse Folders
> 3 music
[ Pictures
[ wideo

DECICICRST

Photo 24. Access to USB flash drive DLNA Server

20
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Change of DNS (admin account)

To change your DNS, please log into your router (page 2) and navigate to Setup > LAN Setup > LAN
configuration. Click View/edit all parameters (see Image 25). By default, the router uses two Hyperoptic
DNS servers which provide redundancy and address resolution. These servers communicate directly with
the WAN ethernet router port and provide means for swift browsing.

You are logged in as admin.l Activate VolP settings. || Save settings | | Logout |
hypers
ADVANCED | WIRELESS| TOOLS STATUS| ACCOUNT | PHONE STORAGE  PRINTING| HELP
WAN Setup LAN configuration

L2TP/IPsec server

IPsec
Add LAN group
LAN Setup
LAN configuration Mame: I:l
Firewall/NAT services Description: | |
Available LAN groups
lan0
Parameters Ports
Mame: lan0 Name VAN Del.
Description: Default LAN group A Untagged [
Address type: Static
B Untagged ||
Route to: Pool: Default routing
[ ]
1P address: 132.158.1.1 c Untagged [
Prefix length: 24 D Untagged ||

l\.-'iewieditallaarameters I Tilgin_HG2381_24G \Untagged ||

Tilgin_HG2381_5&  Untagged ||

| v |[Tage=d 7| |

| Apply ” Fesat || Delete LAM group |

Image 25. Navigating to DHCP LAN settings

In the “Static Address” section, look for DHCP fields as shown in Image 16. Configure the public DNS as
per your choice. To enable the use of an arbitrary DNS, please disable DHCPv6 server. See Image 26.
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BT R o x> scuvcs | e s |

£5 (7] ADVANCED | WIRELESS TOOLS STATUS ACCOUNT PHONE STORAGE PRINTING| HELP

/AN Setup Edit LAN group
L

2TP/IPsec server
IPsec

LAN Setup Name: [l
LAN i efauit LAN group

Firewall/NAT services Managed by

hypers

General

PPP pass-through

Passtor ® Nowhers

O connection pool

O Sspecific connection
Connection:

statsr QA

1P configuration
Address type: [Static v
routstor O Nowhere

® Connection pool

Default routing

O specific connaction
Hostname: [myhome
Dorrin: [mynst
DHCP address

1P address / prefix|ength:
N/A

Static address

1P address / prefix length:
Erra—"
E.g.: 192.168.1.13/ 22
2001:cdba:9abc :5678:: / 64
DHCP provider: () nene

® pHeP server
Start 1P address: [192.168.1.100
End 1P address: [192.168.0.254

Lease time:

ons servers: () Default

O oHep reloy
Server P address:

Relay via:

DHCPVE: @ None
O stateful
O stateles

1PVE prefiees:
fda9iezcb:i2512:: / 64
2201:4b00:8003:300+: / 64
Pv6 addresses:
feB0::202:561Ff:feba:d0Sc
fda9e2c b:2512:0:202:61Ff:febaid0Sc
2201:4500:80021200:202: 61Ff:f2bai d0sc

[ pply | | Reset

ESx000-02_10_05_06 =g | @ 2000-2018 Tilgin. Al rights reserved. Copyright and Trademark.

Image 26. DNS section of LAN configuration
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Port forwarding (admin account)

Port forwarding is currently only being used for IPv4 addresses. Tilgin is developing firmware which will
allow usage of IP Filtering for IPv6 addresses. Port forwarding can be used to establish home-based FTP
server, web server or similar kind of a server.

To change your port forwarding parameters, connect your personal computer via ethernet cable or via
wifi to the router. Open a web browser and type 192.168.1.1 in the search line of the browser. You should
then see a login page, as below (Image 27).

Username: Iacmh PESSOrd: seeessesesees Login
hu per Login to access meore configuration options.
STATUS HELP
Status summary Accounts
Product name: HG2381 test0208 {A) @) Registeraed
Software family: HG238x
Software revision: ESx000-02_10_03_22 Storage devices

1sP: @ online Mo storage devices.

Local time: Tue Dec 11 15:07:12 2018

System uptime: & minutes Cellular network devices

Mo c2llular natwark devices,

WLAN status

@ online  WHITWORTH GOO3 WEAZ DECT/CAT-iq devices

a Online WHITWORTH 5GHz G002 WPA2 Mo davice attached.

LAN clients

Plezse, log in to s== the list

ES=000-02_10_03_22 CEEEEEIEIliI=m 2 E € 2000-2016 Tilgin. All rights reserved. Copyright and Trademark.

Image 27. Login page of the router

In the Username field, type “admin”. You'll be able to find the password associated with your router
written on the back of the router itself. Once identified, type this into the Password field.

Once logged in, navigate to Advanced > Port forwarding, as illustrated in Image 28.
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hypers/s
[

Firewall and Filters
DMZ
Templates

I Port forwarding l:
IP filters

LAN settings
LAN clients
LAN isolation
Schedule blocking

Miscellaneous
Dynamic DNS

hypere

You are logged in as admin. | Activale VoIP settings | Save seftings | | Logout |

SETUP LU IMS Y WIRELESS | TOOLS | STATUS | ACCOUNT PHONE STORAGE PRINTING HELP

Connection :.el.il;.g; Port forwarding
UPNP

Add rule

LAN client:

Or IP address:

Template:

Forward by template

Active rules

Mo active rules

Apps
CarbonCopy
Gnulella
LapLink
Netbios
PcAnywhare
Radmin
RemaoteAnything

Connection:

New rule

MName:

Connection :

Add

Custom forwarding

Available rules
Mo rules.

| Reset

Image 28. Port forwarding section of the router web Ul

At the bottom of this page, refer to the section Custom forwarding. Name the port forwarding rule and
associate WAN connection to it. The connection type should be dhcp-over-eth. An example of the creation
of a port forwarding rule for local web server is illustrated in Image 29. Once the Name and Connection
type are set, click Add.
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Custom forwarding

New rule

Mame:
Web_Server

Connection:
dhcp-over-eth v

Add

Available rules

Mo rules.

Reset

Image 29. Creating web server port forwarding rule

Image 30 illustrates the main parameter configuration of port forwarding rules.
First, click on Enabled field to make the port forwarding rule active.
Check your personal computer’s private IPv4 address and type it in the Destination IP address field.

List which ports need to pass the router’s firewall. In the example illustrated in Image 30, the TCP port
8080 which will serve local Web server placed in LAN.

If the web server needs to be seen from any public IPv4 address, type 0.0.0.0 in the Source IP address and
list 0 as prefix length. Otherwise, if the web server needs to be accessed from just one IPv4 address, list
that one address as illustrated in Image 30.
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hypere

Connection settings
UPnP

Firewall and Filters
DMZ

I Port forwarding I

IP filters

LAN settings
LAN clients
LAN isolation

Schedule blocking

Miscellaneous
Dynamic DNS

ESx000-02_10_03_22

¥ou are logged in a5 admin.

Activate VolP setfings

hypere

Save settings

Logout

General

Name: |Web_Server

Port: [WAN

Connaction: |‘3I hcp-over-eth

|[‘Z| Enabled |

MNetwork

Source IP address [/ prefix length:

| [141.0.144.120

|/]az

|

Drestination 1P address:

—_
SETUP AL A (W21l WIRELESS TOOLS STATUS ACCOUNT | PHONE| STORAGE PRINTING | HELP

Edit custom port forwarding rule

[ Tie2188.1.110 ]
Portmaps
#  Protocol(s) Forwarded ports Destination ports  Delete
End Start
| 1 [TcP v | |zoan | |eozn | (|| I
bew | | | |

For single port forwarding use 'Forwarded ports - Start’ fisld

For multiple ports forwarding use 'Forwarded ports - Start/End' fields

For port translation use sdditionally 'Destination ports - Start’ fisld

|| Apply || Reset || Delete |

C NEEE=EE ]IS - i

Image 30. Configuring port forwarding rules

& 2000-2016 Tilgin. All rights reserved. Copyright and Trademark.

Once all parameters are entered, click Apply. Save the router configuration by clicking Save settings in
the upper right corner of the screen.

A list of commonly used ports is illustrated in Image 31.

Please also note that ports 80 and 443 should never be used on WAN side, as these ports are reserved
for Hyperoptic Ltd. remote management. If you would like to use these ports on your server in a LAN, then
you can use different ports on WAN side as shown on Image 32 (e.g. you can use ports on WAN side 12000,
12001 and map them to LAN ports 80, 443 respectively). For additional help on port numbers and

TCP/UDP, please refer to https://en.wikipedia.org/wiki/List_of TCP_and_UDP_port_numbers
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Port Number(s) Protocol Application

20 TCP FIP data

21 TCP FTP control

22 TCP SSH

23 TCP Telnet

25 TCp SMTP

53 UDP,TCP |DNS

07 UDP DHCP Server
68 uDP DHCP Client
69 uDP TFTP

80 TCP HTTP (WWW)
110 TCP POP3

161 ubDpP SNMP

443 TCp SSL

514 ubp Syslog

16,384 - 32,767 ubDp RTP (voice, video)

Image 31. List of commonly used ports

Alternatively, it's possible to allow a certain range of WAN ports that will all be translated into one LAN
port. This kind of configuration is illustrated in Image 32. In this case, a local web server placed in LAN is
listening for connections on port 8080. The router will forward all connection requests that come to WAN
router port 12001 to this local server.

“fou are logged in a5 admin. | Activate VolF satings || Save settings | | Logout |
hypers
SETUP BALY (85 WIRELESS TOOLS | STATUS| ACCOUNT | PHONE STORAGE | PRINTING | HELP

Connection settings Edit custom port forwarding rule
UPnP
Firewall and Filt General
irewall an 1iters
Ports on WAN
Templates Port: [WAN router interface
Port forwarding Connection: |[dhep-over-ath
IP filters ¥ Enabled
LAN settings
LAN clients Netwark POrt on
LAN isolation Source 1P address / prefix length: N
Schedule blocking |141_0_144_129 f L‘ \IN Server
Miscellaneous Destination 1P address:
Dynamic DNS [taz.183.1.228 { |
Portmaps J
2 Protocol(s) Forwarfled ports D ion parts  Delete
Start End / Start

1 [TcP v | [rzo01 | pzoot | feoso ] (]
liew | ] | | || |

For single port farwarding use 'Ferwardsd ports - Start’ field
For multiple ports forwsrding use 'Forwsrded ports - Start/End’ fislds
For port translation use additionally 'Destination ports - Start’ field

ESx000-02_10_03_22 =3 HH B ESET 1=l | & 2000-2016 Tilgin. All rights raserved. Copyright and Trademark.

Image 32. Port forwarding with port mapping from WAN to LAN side
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Connection settings
UPnP

Firewall and Filters
DMZ

Templates
Port forwarding
1P filters

LAN settings
LAN clients
LAN isolation

Schedule blocking

Miscellaneous
Dynamic DNS

ESx000-02_10_03_22

hypere

DMZ (admin account)

hypere

Please be aware that devices placed in DMZ will not be affected by a router’s firewall. Placing LAN devices
in DMZ can therefore pose an IT security risk and this action should be taken with caution. If a LAN device

needs to be placed in a demilitarized zone, log into your router (page 2) and go to Advanced > DMZ (see
image 33)

fou are logged in a5 admin. | Activate VolP settings || Save settings | | Logout |

I
SETUP ginl'Ll (el WIRELESS | TOOLS | STATUS| ACCOUNT | PHONE | STORAGE | PRINTING | HELP
L

Name

C EEE=

Status Uptime

EE005= mm iS5 B

Image 33. DMZ

Available connections

Port  Type IP address  Description

dhcp-over-eth | @ Online 10 minutes WAN DHCP  89.39.136.3

© 2000-2016 Tilgin. All rights reserved. Copyright and Trademark.

section of router

List the IPv4 address of the LAN device and click Apply.

Save settings in the upper right corner of the screen.

Click on the Name of the connection — dhcp-over-eth. You should then be presented with Image 34.

‘fou are logged in 25 admin. | Activate VolP settings || Save settings | | Logout |

SETUP L1 'L (850 ) WIRELESS | TOOLS | STATUS ACCOUNT | PHONE| STORAGE | PRINTING | HELP

Connection settings
UPnP

Firewall and Filters

Templates
Port forwarding
1P filters

LAN settings
LAN clients
LAN isolation
Schedule blocking

Miscellaneous
Dynamic DNS

ESx000-02_10_03_22

Image 34. List LAN device which needs to be placed in DMZ

iy =

-

HElliS = S E

‘ DMZ host 1P address: 1192-133-1-1“" | ’

© 2000-2016 Tilgin. All rights reserved. Copyright and Trademark.
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DHCP binding (using User account)

Specific LAN client can have same IPv4 address all the time. To define which LAN client will have which
IPv4 address, configuration of binding must be completed. This is described in photo 35. Navigate to
section Advanced > LAN settings > LAN clients.

You are logged in as admin. [ Activate VoIP setlings |I Save settings I Logout |

SETUPRC DL (M WIRELESS | TOOLS | STATUS| ACCOUNT | PHONE | STORAGE | PRINTING | HELP

Connection settings LAN clients
UPnP

Firewall and Filters lan0
DMZ
Templates Hostname 1P addrass AC Type Mediz Ressrved IPvE
Port forwarding Samsung 152,168.1.125 F8:3F:51:24:64:A0 DHCP WIFT |
1P filters —
BEGNOTOO04 192.168.1.107 D0:17:C2:1FFF:B5 DHCP  Eth (] IFwE
N settings
= v |1az.188.1.108 | borcziFFras | static e
LAN clients
LAN isolation m Resst
Schedule blocking
Miscellaneous
Dynamic DNS
ESx000-02_10_05_0& = 3 | BN = = © 2000-2018 Tilgin. All rights reserved. Copyright and Trademark.

Photo 35. DHCP host binding

Use arbitrary Hostname, List wanted IPv4 address and list MAC address of LAN client. Valid range of IPv4
addresses is 192.168.1.100 to 192.168.1.254 . After the configuration is made click Save settings.

29



Tilgin HG2381 admin manual

IPv6 port filtering (AKA Port forwarding)

hypere

Allowing some services (equivalent of ports TCP/UDP) to pass through router from WAN side to LAN side
can be configured using port forwarding feature of a router. To set this up, please navigate to Advanced
> Port forwarding > Custom forwarding / New rule. See image 36. Name of a rule can be arbitrary but for
IPv6, connection must be ipv6-over-eth. Once this is selected, click Add button.

hyper.s
ype 5

You are logged in as root. | Activate WolP setfings || Save settings | | Logout |

SETUP VOIP SWITCHL LU NSV WIRELESS | TOOLS | STATUS | ACCOUNT | PHONE | STORAGE

PRINTING TESTS HELP

Connection settings
Service separation
Quality of service
RTSP
Multicast
UPnP
Static routing

Application level
gateway

Dynamic routing

Firewall and Filters
DMZ
Templates

Port forwarding
1P filters
Access control

LAN settings
LAN clients
LAN isolation
Schedule blocking

Remote Access
Account
White list

Miscellaneous
Certificates
Facket processing
MAC address cloning
Dynamic DNS
SNTP
SNMP

ESx000-02_10_05_06

Forward by template

Add rule Active rules

LAN cliznt: Mo active rules

Or IP address:

Template:
Apps -
CarbonCopy
Gnutella
LapLink
MNetbios
Prolnywheare
Radrmin
Remateanything -

v

o
Ezz
“o 3
m

E

[=}

=2

Custom forwarding

New rule

2
m
3
I

Web_server_LAN

Connection:
ipwG-over-ath A

Add

Available rules

Mo rules.

= 3 H-] EclE=L =] © 2000-2018 Tilgin. All rights reserved. Copyright and Trademark.

Image 36. Selecting IPv6 connection for Port forwarding router feature
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In the new menu (see image 37), tick Enabled to allow this rule. Source IP address is the range or single
address from which access to router is made. In case that from any location service must be available,
state “::” as source address. Destination address is the public IPv6 address of LAN client machine. As last
step, list ports that need to be allowed to pass through router (e.g. TCP port 80), then click Apply and Save

settings.

“ou are logged in as root. | Acfivate VolP setiings

hypere

SETUP VOIP SWITCH L ISV WIRELESS | TOOLS | STATUS | ACCOUNT | PHONE STORAGE

PRINTING | TESTS HELP

Connection settings Edit custom port forwarding rule

Service separation

Quality of service General

RTSP Mame: |Web_ser‘.’er_LAN |

Multicast Port: |WAN |

UPnP Connection: [ipvE-over-eth Q Pubﬁlil_: IPVG adﬁdragﬂs Qf LAN 'I':‘:liﬂnl_

Static routing ¥ Enabled
L naple

Application level J
gateway

Metwork
Dynamic routing

Source IP sddress / prefix length:

Firewall and Filters
DMZ E

Templates Destination 1P address: /
Port forwarding |23Ell :4b00:3003:2000:cdfe:dT0a: abii 655
1P filters Portmaps
Access control
LAN settings # Protocol(s) Forwarded ports Destination ports  Delete

LAN clients Start

LAN isolation Mew [TcP  v] [0 | | | | |
Schedule blocking

For single port forwarding use 'Forwarded ports - Start’ field

Remote Access For multiple ports farwarding use 'Forwarded ports - Start/End" fields

Account For port transiation use additionally 'Destination parts - Start’ fisld
White list
[ ~pay Delete

Miscellaneous
Certificates
Packet processing
MAC address cloning
Dynamic DNS
SNTP
SNMP

ESx000-02_10_05_06 = 3 HHLEEINE= - 1© 2000-2018 Tilgin. All rights reserved. Copyright and Trademark.

Image 37. Configuration of IPv6 port filtering

You’ll see confirmation of setup in image 38.
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hypere

hypere

You are logoed in a5 root. | Activate VolP settings ” Save sattings | | Legout |

Settings saved successfully.
SETUP VOIP SWITCHRLUVLU ISR WIRELESS | TOOLS | STATUS ACCOUNT | PHONE | STORAGE

PRINTING | TESTS HELP

Connection settings
Service separation
Quality of service
RTSP
Multicast
UPnP
Static routing

Application level
gateway

Dynamic routing

Firewall and Filters
DMZ
Templates
IP filters
Access control

LAN settings
L&M clients
LAN isolation
Schedule blocking

Remote Access
Account
White list

Miscellaneous
Certificates
Packet processing
MAC address cloning
Dynamic DNS
SNTP
SHNMP

ESx000-02_10_05_06

Forward by template

Add rule Active rules

LAN client: Ma active rules

Or IP address:

Template:

Apps
CarbonCopy
Gnutella
Laplink
Methios
Pehnywhere
Radmin
RemoteAnything

Connection:
| v

Add

Custom forwarding

Mew rule

MName:

Connection:

Available rules

MName Connection Port Enzbled Source Destination

FPortmaps Delets

=

Web_server LAN  ipwS-over-  WAN

=th

Arvy 2a01:4b00:8003:300:cdfe:d73a:abff:65f5 TCPR /S 80

1 80

CIEEEEEELILNSE -3

© 2000-2018 Tilgin. &ll rights reserved. Copyright and Trademark.

Image 38. Confirmation of IPv6 port filtering rule
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Navigate to section Setup > LAN Setup > LAN configuration. Click on the View/edit all parameters. See

image 39.

hypers

You are logged in as root. | Activate VoIP settings || Save seftings | | Logout |

Public IPv4 address block in LAN network

hypere

=

PRINTING TESTS HELP

WAN Setup
Connections
WAN mode
Cellular network
L2TP/IPsec server
IPsec

Provisioning
Management server
Polling
TR-069

LAN Setup

( ]

Firewall/NAT services

E5x390-02_10_05_21

New screen opens as described in image 40. Focus on the part of Static address. Define IP address / prefix
length field. Example is shown for public block 137.220.108.0/29. Enter valid Start IP address and End IP
address. Click on Save button at the bottom of the page.

pheme L

Description:

Name:
Description:
Address type:
Route to:

IP address:

Prefix length:

Available LAN groups

lan0

Parameters

lan0

Default LAN group
Static

Pool: Default routing
192.168.1.1

24

IView,‘edit all parameters I

OIP SWITCH| ADVANCED WIRELESS TOOLS STATUS| ACCOUNT | PHONE STORAGE

LAN configuration

Add LAN group

Ports

Name VLAN Del.
A Untagged [ |
B Untagged [
[ Untagged [_|
D Untagged [
REChH Hyperoptic 1Gb Fibre 2.4Ghz Untagged [ |
RECH Hyperoptic 1Gb Fibre 5Ghz Untagged E]

~ || Tagged |

)

| Apply || Reset || Delete LAN group |

CEEcE™EEEL] S e iS E

Image 39. LAN settings of HG2381

© 2000-2020 Tilgin. All rights reserved. Copyright and Trademark.
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Static address

IP address / prefix length:

137.220 108 1 [7]29 |
E.g.: 192.168.1.13 /22

2001:cdba:9abc:5678:: / 64

DHCP provider: () pone

@ DHCP server
Start IP address: | 137.220.108.2 |
End IP address: | 137.220.108.6 |

Lease time: | 864000

DMNS servers: @ Default

O Custom
1: 1372201081

2:
Yy
'/ DHCP relay
Server IP address:

Relay via: i

Image 40. DHCP setting of HG2381

Return to section Setup > LAN Setup > Firewall/NAT services. Untick option of Enable NAT service. Click
Apply and Save settings. This is illustrated in image 41.

You are logged in as root. | Activate VolP settings || Save settings | | Logout |

hypere

mlp SWITCH | ADVANCED | WIRELESS TOOLS | STATUS ACCOUNT PHONE STORAGE

PRINTING TESTS | HELP

WAN Setup Firewall /NAT services
Connections
WAN mode Enable firewall service
Cellular network () Enable NAT service
L2TP/IPsec server l} L allow 1pv6 forwarding for IPSec/IKE
[Psec Apply

Provisioning
Management server
Polling
TR-069

LAN Setup
LAN configuration

__
Firewall/NAT
services

ESx390-02_10_05_21 C EES™EE LD e 2 © 2000-2020 Tilgin. All rights reserved. Copyright and Trademark.

Image 41. Disabling NAT service
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