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Reboot and Factory reset can be performed at section Management & Diagnostic > System Management 

> Device Management. Reboot and Factory Reset buttons are presented in image 15. If you experience 

significant problems with your connection, please try rebooting your router. Just turn it off and off.  

 

Image 15. – Reboot and factory reset 

 

Please avoid using factory reset often as it can shorten life of a router. Factory reset will delete all user 

configured parameters on the router.  

 

 



 
 
 
 

 

To set port forwarding navigate to section Internet > Security > Port Forwarding. In the Name field use 

arbitrary value that will describe service you are going to configure. Set Protocol to TCP or UDP, based on 

type of service which you are trying to configure. TCP is selected by default. In the LAN Host field put IPv4 

address of LAN client which hosts the server. In the WAN Port fields specify range of WAN router interface 

ports what will be opened (in the example bellow, only one port TCP 12001). In the LAN Host Port fields 

specify ports on which LAN client is listening for incoming IPv4 traffic. Once everything is set, click on On 

button to activate the rule and then click Apply button to save the rule. This is illustrated in image 16. 

 

Image 16. Port forwarding rule 

 

 

 



 
 
 
 
Optional steps: 

1) You can configure WAN Host IP Address fields to specify only certain IPv4 addresses which are 

allowed to use your service. Addresses in these fields reside on the Internet and are public IPv4 

addresses. 

2) WAN port and LAN Host Port fields can all contain a single port. In that case router does not 

modify TCP packet fields. 

 

 

To put some LAN client in demilitarized zone navigate to section Internet > Security > DMZ. Specify LAN 

client IPv4 address in LAN Host field. Click On button and click Apply to save. Placing LAN devices in DMZ 

can pose an IT security risk and this action should be taken with caution! Process is illustrated in image 

17. 

 

Image 17. DMZ configuration 



 
 
 
 

 

If IPv6 servers are available at LAN device, access to them can be granted via IPv6 filters. To configure IPv6 

filters, navigate to Internet > Security > Filter Criteria > IP Filter. This is illustrated in Image 18. Click on IP 

Filter line.  

 

Image 18. Section for IPv6 filters 

 

In the Name filed use any description for the IPv6 rule. Click Accept in the Target line. Select IPv6 from 

the IP Version dropdown menu. For the Destination IP use IPv6 address of the LAN client/server. Select 

TCP as Protocol in most cases, depending on the type of service you want to configure. In the fields 

Destination Port Range use range of ports on which LAN client is listening for incoming connections. For 

Ingress select WAN-DHCP-CONNECTON. For Egress select LAN. Turn the rule On and click Apply to save 

settings. This is illustrated in image 19. 



 
 
 
 

 

Image 19. Configuration of IPv6 filter rule 

 

 

 

 

 

 

Specific LAN client can have same IPv4 address all the time. To define which LAN client will have which 

IPv4 address, configuration of binding must be completed. Navigate to section Local Network > LAN > 

DHCP Binding. This is illustrated in image 20. In the Name field use any description for the configuration 

rule. In the MAC Address field specify MAC address of LAN client. In the IP Address field specify IPv4 

address from the range 192.168.1.2 to 192.168.1.254. Click Apply to save settings. Reboot the router or 

LAN client for changes to be implemented.  



 
 
 
 
 

 

Image 20. DHCP binding in LAN network 

 

 

 

 

 

 

 



 
 
 
 

 

DDNS can be used to associate some specific fully qualified domain name (FQDN) to public IPv4 address 

which is present on WAN router interface. By configuring this feature, router can be reached via 

“descriptive” name, rather than via its IPv4 address. To configure this feature, navigate to section    

Internet > DDNS.  

Before setting parameters on the router, user must register it’s FQDN with some DNS provider (e.g. 

https://now-dns.com/). After completing this step, chose appropriate Provider from dropdown menu, as 

it is illustrated in image 21. Turn DDNS On and specify Username and Password used in registration 

process. Set registered “descriptive” name in the Host Name field.  

 

 

Image 21. Configuration of DDNS 


